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-----------------------------------------------------------------Abstract------------------------------------------------------------------- 
Predicting Reliability is one of the key function of a software system. Many of the software fail due to unreliability. The 
demand of reliable software is increasing day-by-day. In industry, information on reliability is available too late in the 
software development process. Hence any corrective action becomes unaffordable. A step towards the remedy to this 
problem is the ability to provide a threshold for the reliability of a software product. Object oriented metrics are most 
beneficial and reliable for the estimation of the threshold for reliability. In this paper, we use the Chidamber and Kemerer 
Metrics to assess the threshold values for reliability. A tool is designed and developed called �Java Class Analyzer� which 
extracts the values of the metric parameters from the source code. These values are evaluated against the threshold values of 
the metrics from the literature. It provides a threshold for the software reliability. The result provides a standard against 
which the software reliability can be evaluated and necessary corrective actions can be implemented.  
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1. Introduction 

Today quality is critical for survival and success. Several 
years back, software was considered to be a technical 
business where functionality was the key factor of success. 
Today functionality alone is not sufficient, but various 
quality factors are evaluated against the product.  So quality 
is a major issue in the software development. As Nina S 
Goodbole points out, �Quality goals must be clearly 
defined, effectively monitored and rigorously enforced� 
[16]. Quality must be defined and measured if excellence is 
to be achieved, business is to be successful. These thoughts 
bring to our mind that how we assess the quality of 
something intangible like software quality. To assess 
quality, the quality attributes must be taken into 
consideration and measured in the planning and design of 
the software [26]. 
 
The measure of reliability ensures whether software under 
development has been implemented correctly. Unlike other 
engineering disciplines, absolute measurements like mass, 
velocity are uncommon in software engineering. Metrics are 
used to evaluate the process and the product in its various 
stages against standard and norm. Metrics can provide the 
information we need to control resources and processes used 
to produce the software. Metrics are the continuous 
application of measurement based techniques to the 
software development process and its products to supply 

meaningful information together with the use of techniques 
to improve the process and its products [7].  
 
Metrics are indicators used to denote a representation of 
metric data that provides insight into an ongoing software 
system development project. They provide measurement for 
software development � source and object code, 
requirement documents, programs and tests. Introducing 
metrics and making use of it, we can control and improve 
the reliability of software 
 
Threshold is a point beyond which there is a change in the 
manner a program executes; in particular, an error rate 
above which the operating system shuts down the computer 
system on the assumption that a hardware failure has 
occurred. There are threshold values defined by the 
researches and vendors for the metrics. Based on these 
thresholds values, threshold for software reliability can be 
estimated. This will help the designers and producers to 
check the product against the threshold of reliability, if it 
doesn�t fall within the range, then the decision for redesign 
has to be made in order to meet the specifications.  
 
2. Literature Review 
2.1  Different Views of Software Reliability 
Over 200 models have been developed since the early 1970, 
but now to quantify software reliability still remains largely 
unsolved. Challenges and open questions still exist. Number 
of guidelines are available in the literature that suggests 
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various do�s and don�ts to produce a reliable system 
[1,2,6,36].  There is always increasing demand for reliable 
software. Software reliability has emerged as people try to 
understand the characteristics of how and why software fails 
[40].  
 
The IEEE defines software reliability as �The ability of a 
system or component to perform its required functions 
under stated conditions for a specified period of time [25]. 
The user oriented reliability of a program is defined as the 
probability that the program will give the correct output 
with a typical set of input data from the user environment 
[36]. Software reliability is the probability of failure free 
software operation which affects the system reliability and it 
differs from hardware reliability in that it reflects the design 
perfection rather than manufacturing perfection [30].  
Reliability of software is a function that combines number 
of faults and probability of these faults to occur i.e. to 
produce a failure [39].  Quyoum noted that �Reliability is a 
probabilistic measure that assumes that the occurrence of 
failure of software is a random phenomenon� [44]. 
Randomness means that the failure can�t be predicted 

accurately.   The high complexity of the software is a 
contributing factor towards the reliability problems.  Good 
engineering methods can largely improve software 
reliability.  Software reliability is a part of software quality. 
It relates to many areas where software quality is concerned. 
Hence measuring software reliability remains a difficult 
problem as we don�t have a good understanding of the 
nature of software. Reliability is measured as the probability 
that a system will not fail to perform its intended functions 
over a specified time interval. Customers are critically 
conscious of the reliability of software; they are likely to be 
largely unconcerned with the degree of the reusability of the 
components making up the source code. Amrit noted that 
�software reliability is a useful measure in planning and 
controlling resources during the development process so that 
high quality software can be developed� [2]. Obtaining 
reliability estimates early in the development process can 
help determine if the software system is on track to meet its 
reliability goals and therefore increase management 
effectiveness. 
 

 
Table 1 � Reliability attributes in Literature 

 
Reliability Attributes 

      Reliability Models        
 
 

 Boehm 
[9 ] 

McCall 
[36 ] 

Pabitra 
[41] 

Roger 
[47] 

Goel 
[17] 

Ramani 
[46] 

IEEE 
[25] 

Accuracy X X  X  X X 
Consistency X X      
Completeness X       
Error Tolerance  X   X X  
Simplicity  X      
Defects Free   X  X X X 
Usability    X    
Correctness     X  X 
User confidence      X   

 
Table 2- Object Oriented Metrics in Literature 

 
Name Source Metrics 

MOOSE/CK Chidamber et.al. [13] WMC, DIT, NOC, CBO, RFC, LCOM 
MOOD Abrreu et.al. [1] MIF, AIF, MHF, AHF, POF, COF 
LK Lorenz et.al.[33] CS, NOO, NOA, SI, OS, OC, NP 
QMOOD Bansiya [5] DSC,NOH,NSI,NMI, NNC,NAC,NLC,ADI,AWI,ANA,MFM, 
LiW Li et.al. [31] NAC, NLM,CMC,NDC,CTA,CTM 
SATC Rosenberg et.al. [48] CC, LOC,WMC,RFC,LCOM,DIT,NOC 
STREW-J Nagappan et.al. [38] NTC/SLC,NTC/NR, TLC/SLC,NA/SLC,NTC/NSC,NC,NLC/NC 
TANG Tang et.al. [51] AMC, CBM, IC 
MARTIN Martin [35] Afferent Coupling, Efferent Coupling 
HENDERSON Henderson [21] LCOM1, LCOM2, LCOM3 
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2.2. Threshold for Object Oriented Metrics 
 
Today wide varieties of software metrics are proposed 
and broad range of tools are available to measure them. 
However, effective use of software metrics is hindered 
due to lack of meaningful thresholds. Threshold of 
software metrics can be used as indicators to identify 
possible anomalies in software. The designers should 

make use of the threshold limit of the metric values for 
confirming the project is on the right track. There are a 
few research works done to effectively measure the 
threshold of metrics. Mago Jagmohan and Kaur 
Parwinder made a study using Fuzzy Logic to estimate 
the threshold of CK metrics and proposed rule to predict 
the quality of the software [34].  

 
Table 3 � Threshold Values for CK Metrics in the Literature 

Works on  
Thresholds  CK Metric Threshold Values  
         
 

 WMC RFC DIT LCOM CBO NOC 
Camarzo [11] Low Low Trade off Low Low Trade off 
Goel [17] 2 5 2 1 1 2 
Benlarbi [8] 100 100   5  
Herbold [22] 100 100   5  
Rosenberg [48] 25-40 <50 2-5  <5  
S-D Metric [39]  3-365 0-3  0-31  
Together Soft [39] 100  4  30  
OEE [39] 307  0-4  1-4 1-4 
Zhou & Lenug [56] 0-15 0-35 0-6 0-1 0-8 0-6 
NASA [39] 20-100      
SEM [24] Trade off Low Trade off Low Low Trade off 
Mago [34] Low, < 11 Low, <12 Low, <4 Low, 0 Low, < 3 Low, < 3 
Edith Linda [15] 0-15 0-35 0-6 0-1 0-8 0-6 
Kaur [28] 14 31 1  7  
SATC [23] Low Low Low (Trade 

off) 
Low Low Low(Trade 

off) 
 
 
 
 
2.4. Object Oriented Metrics and Software 
Reliability  
 
Numerous studies have empirically validated the 
association between OO metrics and quality of software. 
The selected literature includes OO metrics based 
prediction models and estimation models that focus on 
validating the effectiveness of OO metrics for either 
predicting or estimating fault-prone classes or reliability 
of the system. 
 
Sherry A.M., et.al. made study on object oriented 
software reliability models and proposed a new model 
stating the number of initial parameters serves as an 
important parameter of reliability model. He established a 
relationship between the number of initial faults present in 
an object and some metrics (CK) of OOPS [50].  
Rosenberg Linda et.al. discussed how NASA projects in 
conjunction with SATC (Software Assurance Technology 

Centre) are applying software metrics to improve the 
quality and reliability of software products. Reliability is 
a by-product of quality and can be measured. Metrics 
used early can aid in detection and correction of 
requirement faults and guarantee reliability of the product 
[48].   
 
Hitz Martin and Montazeri Behzad measured product 
attributes of object-oriented system using object oriented 
metrics based on their effects on product attributes [23]. 
Chillar Usha and Bhasin Sucheta established a 
relationship between complexity of software and object 
oriented metrics. Complexity affects quality attributes like 
reliability, testability etc. [12]. Sharma Aman Kumar et.al 
identified a few object oriented metrics suitable for 
measuring the software quality and provided thresholds 
that could be used to judge the metrics collected from 
designs [51]. Pandey Asheesh and Ahlawat Anil proposed 
application of neural networks for providing software 
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reliability using object oriented metrics. He made use of 
complexity measures, cohesion and coupling measures as 
the independent variable. The validation has shown 
several well-known metrics can be profitably employed 
for the estimation of reliability [40].  Several other studies 
Helle [20], Varun Gupta [54], Dekkers [14], Klasky [30], 
Kaur [28], Raed [45], Arti [4], Khan [29], Subramnayam 
.R. [52], Micheal [37], Yu [56], Gyimothy [18] made use 
of object oriented metrics to make quality assessment of 
the software product.  They provide useful feedback to the 
management to keep the software process and product 
more reliable.  
 
3. Research Objective 
 
The main objective of this study is to find the threshold of 
software reliability of a software project and validate. 
Threshold for reliability is estimated using the already 
established relationship between CK Metrics with the 
reliability at the class level from our previous work [3]. 
Threshold values of CK metrics are proposed based on 
the researchers and vendors in the literature. This 
threshold of reliability will be an indicator to the 
developer to verify the project is on the right track and if 
not to make necessary changes in the design.  
 
4. Methodology 
 

� First of all, CK metric suite is selected for 
estimating the threshold for Reliability of the 
software. This is due to (i) they are simple and 
intuitive to use, (ii) they are able to use at any 
stage of the development cycle, (iii) they can be 
supplemented with some other object oriented 
metrics, (iv) they are predominantly referenced 
researchers in the literature. 

 
� Table -2 pools the threshold values of CK 

metrics from the literature. Based on the 
experience and the principle that if the metric 
values are too low may represent poor utilization 
of the advantages of object-oriented technology 
and too high values may represent too much 
complexity and overkill the OO technology. We 

must make of use of the great advantages of 
Object Oriented technology without paying the 
price in complexity, a new threshold is proposed 
for the CK Metrics. 

 
� CK metrics values are assigned weighted values  
 
� Threshold for the reliability (RT) is calculated 

using relationship established between 
Reliability and CK metrics in our  previous work 
[4]:- 

Reliability α  1/WMC 
Reliability α  1/RFC 
Reliability α  1/DIT 
Reliability α  1/LCOM 
Reliability α  1/CBO 

 
� CK metric values are extracted/collected  from 

the applications/projects on class level using a 
specially developed tool, viz., Java Class 
Analyzer and its reliability calculated is checked 
whether to lie within the thresholds.  

 
� Projects are analyzed to test whether they are in 

the proposed threshold. 
 
4. Research Hypothesis 
 
A project whose R-Value (Reliability value) lies within 
the thresholds will have less number of defects and high 
reliability.  
 
Mathematically: If RT(Min) < R-Value < RT(Max), then 
P = Defect(Min) & Reliability(Max) 
(Where RT = Threshold of Reliability, P = Project). 
 
5. Experiment and Analysis  
 
The first step towards the experiment is to propose 
threshold values for all CK metrics based on the table -3, 
keeping it minimum and calculate the threshold for 
reliability 
 

 
 

Proposed threshold for the CK Metrics 
 

Table - 4 
 WMC RFC DIT LCOM CBO NOC 
Threshold 6-30 6-36 1-6 1-3 3-9 1-3 
 
Assigning weighted values to the Metrics 
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Rule -1 
If    Value of Metric lies between the lower limit and 
(mean of lower limit and upper limit) of the threshold, 
then the Weightage given to Metric is 1 
 
Mathematically: If (Lower Value of Threshold ≤ Value of 
Metric ≤  Mean of Threshold) , then Weightage (Metric) 
= 1 
 
Rule � 2 
If Value of Metric lies between the (mean of lower limit 
and upper limit) and upper limit of the threshold, then 
Weightage given to Metric is 2 
 
Mathematically: If (Mean of Threshold ≤ Value of Metric 
≤ Upper Limit of Threshold), then Weightage (Metric) = 
2 
 
Rule-3 
If Value of Metric lies outside the Threshold, then the 
Weightage given to Metric is 7. 
 
Rule-4 
In the case of NOC, (log(upper threshold))2 is considered 
for RT(Max) and (log(lower threshold))2 is considered for 
RT(Min).  If any of the CK metric value is outside the 
thresholds, then this metric is neglected.  
 
Calculating threshold of Reliability Using Rule 1 to 
Rule 4 
 

RT(Max) = 
k*(1/(wt(WMC)+wt(DIT)+wt(RFC)+wt(LOCM)+wt(CB
O)) + (log(U-Lt(NOC)))2 
 
RT(Min) = 
k*(1/(wt(WMC)+wt(DIT)+wt(RFC)+wt(LOCM)+wt(CB
O)) + (log(L-Lt(NOC)))2 
 
Accordingly 
Let us assume  k = unity = 1 
 
RT(Max) =1*(1/(1+1+1+1+1)) + (log(3))2  = 0 .4276 
RT(Min) = 1*(1/(2+2+2+2+2)) + (log(1))2  = 0.1000 
 
Therefore we state  the Threshold for Reliability of  
software based on the relationship of Reliability and CK 
Metrics lies between 0.6777 and .10000 
 

  0.1000 < RT  < 0.4276 
 
Extracting CK Metric Values from the Projects 
The CK metrics values are collected from the application 
using a specially developed Java Class Analyzer. For each 
class, ck metrics were collected. 
Procedure to extract values of CK metric parameters from 
Java Projects 

1. Import necessary headers and packages 
2. Load the project  
3. Use the appropriate methods and procedures to 

retrieve  the metric parameters from the project 
                

Data Extracted from the Projects which are considered less fault prone and reliable 
Table � 5 

Metrics P1 P2 P3 P4 P5 P6 P7 P8 
WMC 19 12 28 26 24 12 28 26 
RFC 16 15 32 20 16 15 36 12 
DIT 2 2 5 2 2 2 5 2 
LCOM 2 2 3 2 2 2 3 2 
CBO 4 2 5 1 1 2 5 1 
NOC 3 3 2 2 2 1 2 2 
Reliability  0.3704 0.4276 0.2017 0.2334 0.2334 0.2 0.2156 0.2572 

 
Data Extracted from the Projects which are considered more fault prone and unreliable 
Table � 6 

Metrics P9 P10 P11 P12 P13 P14 P15 P16 
WMC 45 43 30 26 64 24 28 26
RFC 67 32 42 20 32 30 36 12
DIT 6 6 5 6 6 6 5 2
LCOM 4 3 3 3 3 4 3 2
CBO 4 6 5 5 9 10 5 1
NOC 12 9 2 7 4 0 1 0
Reliability 0.05 0.06 0.06 0.08 0.06 0.05 0.1 0.1428
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6. Results and Discussions  
 
The results obtained from the analysis of data supports the 
research hypothesis that a project whose R-Value 
(Reliability value) lies within the thresholds will have less 
number of defects and high reliability [8,12,15,26,49]. 
 
In the above experiment, 16 projects were analyzed out of 
which 8 are working properly and 8 are more of error 
prone. Analysis of data of Table-5  shows that the projects 
P1 to P8 whose reliability lies within the thresholds of 
reliability and they are working properly. As per the 
object oriented design wise the project P1 to P8 are 
correct and as per the norms.  
 
Analysis of Table -6, only P15 and P16 whose reliability 
comes within the threshold, but at the very lower limit of 
the threshold. Therefore the projects P9 to P16 whose 
design is not properly as per the object oriented design 
and has to be redesigned for achieving higher reliability. 
 
Hence the Research Hypothesis is validated.  
 
The study proves that by keeping the threshold values of 
WMC, DIT, CBO, LCOM, RFC and NOC, the designers 
can improve the reliability of the software and as a whole 
quality of the system. 
 
8. Conclusion 
 
Highly reliable software is becoming an essential 
ingredient in many systems. This study made an 
assessment of  the relationship between CK metrics and 
the reliability of objected oriented software system. We 
have selected entire CK metrics suite to estimate the 
threshold of  reliability. The study proved empirically that 
by keeping WMC, DIT, CBO, LCOM, RFC and NOC 
within the threshold, the designers can attain high 
reliability of the system. Therefore we can say that CK 
metric parameters are useful indicators for predicting the 
reliability and thus quality of the system. The size of the 
data set is small, the result is of limited capability. 
Validation of the estimated reliability value of the projects 
using other metric suites suite like MOOD, QMOOD etc 
and other reliability estimation will be of future work with 
larger data sets. 
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